
Syllabus for “Topics in Data Communication” at Tel Hai College

Instructor: Michael J. May

Semester 1 of 5769

1 Course Details

The course meets 10:30—13:15 on Sundays. The Targil for the course is 13:30—14:15 on Sundays.
The course meets for 3 hours of lecture and 1 hour of Targil per week.
The room for the course is 211 (7101) in the Sciences Building. The room for the Targil is room 23 (3401)

in the Computing Building.

2 Overview

The following is the syllabus for “Topics in Data Communication” at Tel Hai college in Semester 1 of 5759.
The course is structured in the following way.

The first half of the course covers more advanced networking topics such as BGP, Quality of Service
(QoS) in RSVP and ATM, and multicasting. There is an exam after the first half to cover the material
presented until then. The second half of the course covers data and network security topics such as Network
Address Translation boxes, worms, and authentication protocols.

Students will be expected to prepare short (10-15 minute) presentations on material related to the second
half of the course. Two sessions of the class are reserved for student presentations. More details about
scheduling, topic selection, and format will be discussed later in the semester.

Note: The course will not cover the mathematical foundations of cryptography nor are students expected
to be previously familiar with them. All relevant cryptographic material will be covered and provided by
the instructor during the course.

3 Lecture Schedule

The material for the course is derived from several text books, mostly from the three books listed below.
The lecture schedule includes columns to indicate reference chapters for each of the lectures as derived from
Pfleeger and Pfleeger (PP), Peterson and Davie (PD), Stallings (S), and Tanenbaum (T).
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# Date Subject PD PP T S
1 2 Nov Review Internet Protocols 1, 4.1–4.3, 5.1–5.2,

6.1, 6.3, 9.1
2 9 Nov BGP Routing 4.3 16.4
3 16 Nov Quality of Service in ATM 6.5
4 23 Nov Quality of Service, RSVP 6.5
5 30 Nov Mulitcasting 4.4
6 7 Dec Exam, NATs, Firewalls, 4.3, 8.4, 9.5 7.2, 7.4

Denial of Service
7 14 Dec Worms and Malicious Code 3.3–3.5
8 21 Dec Authentication Protocols, 8.1, 8.2 2, 10.3

Diffie Hellman Key Exchange,
Digital Signatures

9 4 Jan Key Distribution, Kerberos, SSH 8.2 10.2–10.3
10 11 Jan Student Presentations
11 18 Jan Access Control 4
12 25 Jan Student Presentations

4 Homework

At the end of each lecture a homework problem set will be assigned. The homework will be due at the
beginning of the lecture the following week. In case of there is no lecture the following week, it will be
accepted at the beginning of the next lecture session.

Homework will be spot-checked. The instructor will select one of the problems to be checked on all of
the assignments. Grades will be either 0, 1, or 2 depending on the following conditions:

• Incomplete submissions (i.e. missing answers for one or more problems) or those where the selected
problem’s answer is completely wrong receive a 0.

• Complete submissions (i.e. have answers for all of the problems) where the selected problem’s answer
is partially right receive a 1.

• Complete submissions where the selected problem is completely right receive a 2

Homework grades will be sent by email or via the college grading system. Students can pick up their
graded homework at the lecture session following the one when it was submitted.

5 Recitation and Laboratory Assignments

Exercise sessions are a combination of recitation and hands on experimentation sessions. Students are open
to ask questions during the session and the instructor will do his best to answer all questions and issues
posed.

Some exercise sessions will include a laboratory assignment due at the end of the session. Some will include
a laboratory assignment due at the beginning of the following lecture period. Any laboratory assignment will
be based on material covered in previous lecture or readings, not new material. The laboratory assignments
will not be graded and will not be taken into consideration in the final grade.

6 Assignments

3 large assignments will be given out during the course of the semester. At least one of them will permit
students to work in teams. More details on the content and scheduling of the assignments will be given later
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in the semester.

7 Late Submissions Policy

Homework and assignments submitted more than 5 minutes after the start of the class (i.e. after 10:35am)
they are due will be considered late.

Late homework or assignments will not be accepted or considered for grading. The student will be
assigned a 0 for the missing homework or assignment.

Students who know they will miss a lecture for any reason have the following submission options for
homework or assignments:

• Submit the homework or assignment to the instructor at an earlier occasion

• Ask a fellow student or other individual to submit it at the lecture it is due

• Submit the homework or assignment to the department secretary Ofra Mazor before the day it is due
(i.e. up to the Saturday before class)

• Submit the homework or assignment electronically or via fax to the department fax before 10:35am
the day it is due.

8 Student Lectures

Students are expected to prepare and deliver a short presentation on one of the topics covered in the second
half of the course. The instructor will offer help in topic selection and finding materials and content, but it is
the students responsibility to prepare the material in a timely manner and deliver it to the class appropriately.

Students will be graded on their presentations in terms of clarity, effectiveness of presentation, and the
complexity of the material presented.

All students are expected to attend the student lectures and will be required to answer short written
questions on the material presented by their fellow students.

9 Attendance

Students are responsible for all material presented in class, recitation, and laboratory sessions, all assigned
readings, and all material provided for additional reading out of class. This includes all material presented
by students during the student presentations.

Attendance of lectures and exercise sessions is recommended but not mandatory for this course. At-
tendance may be taken from time to time, but it will not affect grading for the course.

Students who miss a lecture are recommended to contact their classmates to get notes or find out what
material was covered. The course syllabus and web page will also indicate the material covered and have
the slide sets presented at all lectures.

9.1 Decorum

Since lecture attendance is not mandatory, students who choose to attend lecture are expected to give their
full attention to the material. Talking on cellular phones, text messaging, or other disturbing behavior will
not be tolerated. Students who need to speak on the phone during lecture time or are expecting urgent
messages must leave the classroom quietly, conduct their business, and return when they can participate
fully in the class.
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10 Exams

One exam will be given at the half way point in the semester on the material covered until then. The exam
will take the first half of one lecture session. After a short break the second half of the session will cover
new material.

The midterm exam is optional :

• For those students who do not take the first exam, the final exam will be weighted as 45% of the final
grade.

• For those students who do take the first exam, it will be considered for the final grade only if its score
is equal to or higher than the second exam’s grade. If the first exam grade is lower than the second
exam grade, the first exam grade it dropped and the second exam is weighted 45%.

A second, final exam will be scheduled at the end of the semester in accordance with the college schedule.
It is a cumulative exam for all of the material from the semester and may include questions from the materials
presented during the student lectures.

11 Grading

Final grades will be calculated by combining grades from homework, assignments, student lectures, and
exams. The grades are weighted as follows:

15% Homework Assignments
25% Assignments
15% Student Lecture
20% First exam (optional)
25% Second exam

The instructor will not address questions about specific individual grades during the lecture or review
sessions. Students may contact the instructor in person during office hours or after the lecture/review
sessions at the instructor’s convenience.

Students may request a regrade for assignments, exams, or project phases using the regrade request form
found on the course web site. The instructor will regrade the entire item submitted, without prejudice to
the grade previously assigned to it. Homework assignments will not be accepted for regrading.

12 Books

The following books are necessary for the class:

Pfleeger, Charles A. and Shari Lawrence Pfleeger. Security in Computing. Prentice Hall. 3rd Edition
(2003) or later.

Peterson, Larry L. and Bruce S. Davie. Computer Networks: A Systems Approach. Morgan Kaufmann.
3rd Edition (2003) or later.

An additional book that may help students is:
Tanenbaum, Andrew S. Computer Networks. 4th Edition (2003) or later.
Stallings, William. Data and Computer Communications. Prentice-Hall. 5th edition (1997) or later.

The library will have copies of the books listed, but students are encouraged to purchase one or both of
the necessary books.
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13 Cheating

Cheating and copying of any sort will not be tolerated. Student collaboration is encouraged, but within
limits as set forth in the college’s rules on academic integrity. Any instance of suspected cheating will be
investigated fully using manual and automated means as appropriate. Any student(s) caught cheating will
be given a failing grade for the course and referred to the office of the Deacon.

14 Contact Information

Instructor: Michael J. May
Email: mjmay@kinneret.ac.il

Office Hour: Sunday 14:15—15:15
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