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Topics for Today

 Fast Ethernet

— 100 Mbps

— 1 Gbps
« 802.11 Wireless Protocols
e Switching

— Packet

— Virtual Circuit

Sources: Tanenbaum 4.3.6 - 4.3.8, 4.4, PD 2.8, 3.1,
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Fast Ethernet: Problem

In 1995, IEEE reconvened the 802.3 group to improve
Ethernet

The Goal: Get Ethernet up to 100 Mbps

But —
e Same frame format
« Same/Similar physical layer

e Same protocol properties (minimum frame size, maximum
frame size)

How?
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Fast Ethernet: Solution

Fundamental ideas:

e Cut the maximum distance from 2500m to about 200m
(reduce the length to 10%)

* Increase the baud of the line (this got tricky)

The detalls:

 Three physical media were approved, each with pluses
and minuses

Name

Cable

Max. Seg. Length

Advantages

100Base-T4

Twisted pair

100 m

Uses category 3 UTP

100Base-TX

Twisted pair

100 m

Full duplex at 100Mbps (Cat 5 UTP)

100Base-FX

Fiber optics

2000 m

Full duplex at 100Mbps: long runs
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Category 3 Unshielded Twisted Pair

Telephone wiring is Cat 3 UTP

« Can’'t handle 200 megabaud for 100m (why
2007?)

Solution:

» Raise the baud to 25 MHz
— Forget Manchester (why?)
4 lines
— 1 line is dedicated hub computer
— 1 line is dedicated computer  hub
— 2 lines can switch
Send three possible signals
— 3trits 27> 16 (2%
So three lines at 25 MHz sending trits can
send 4 bits per tick
— 4 bits x 25 MHz = 100 Mbps
Other direction only gets 33 Mbps
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Category 5 UTP

Cat 5 can handle 125 MHz at
100m

— We don't need the tricks for
Cat 3
Solution:

 Forget Manchester (50%
efficient) - use 4B/5B instead
(80% efficient)

— 4B/5B only uses some 5bit
combinations for data

— The rest are forbidden or used
for in-band signaling
e Use one line upstream, one
downstream

— 1 bit x 100 MHz = 100 Mbps
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Fiber Optics

Fiber can easily handle 100 Mbps at full duplex

The length is more than 200m, so all fiber cables must go through
switches — no hubs

— Means no collisions, so no CSMA/CD
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Gigabit Ethernet: Problem

In 1999, IEEE released Gigabit Ethernet — 1 Gbps

Same requirements:
— Similar hardware
— Same packet format
— Same protocol properties (minimum, maximum packet sizes)

How?
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Gigabit Ethernet: Solution

In “Normal” Gigabit Ethernet, everything goes via switches
e No more hubs, no more collisions, no more CSMA/CD

What if you want to use hubs?

Non-Solution:
e Reduce maximum distance to 25 m

Solution:
e Leave the maximum distance at 200m

» Raise the minimum packet size to 512 bytes (!)
— Frame Bursting allows multiple frames to be sent at once if they are less
than 512 bytes.
— The Ethernet NIC silently pads packets with Os if they are less than 512
(Carrier Extension )
« What's the efficiency for an old minimum packet?
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Gigabit Ethernet: Cabling

Fiber Optics have special requirements
 LEDs can’t go on/off at 1ns, so use lasers

 Maximum distance affected by wavelength and thickness
of the fiber
— Different laser wavelengths:

« Short wave length 1000Base-SX
* Long wave length 1000Base-LX

Twisted pair option too — using 4 Cat 5 cables bound
together

 Uses 8B/10B encoding scheme
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Gigabit Ethernet: Flow Control

Gigabit Ethernet is fast:
e |[n 1ms, 1953 frames can arrive

 If the processor is busy for a few milliseconds, the buffers
may be overrun

Gigabit Ethernet standard uses flow control
— Receiver can send a PAUSE frame to the sender
— Control frames have special type (0x8808)

— Pause command tells how many 512 nsec intervals to wait (can
make the sender wait up to 33.6 msec)
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What's next?

* In 2002, IEEE came out with 10 Gigabit Ethernet

— It's still expensive
— It's replacing 1 Gbps Ethernet in the Internet core routers
— In a few years it may make it to us
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So Far

 Fast Ethernet

— 100 Mbps

— 1 Gbps
« 802.11 Wireless Protocols
e Switching

— Packet

— Virtual Circuit
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Wireless (802.11)

Spread spectrum radio
— 2.4GHz frequency band

Bandwidth ranges 1, 2, 5.5, 11, 22, ... Mbps

Like Ethernet, 802.11 has shared medium
— Need MAC (uses exponential backoff)

Unlike Ethernet, in 802.11

— No support for collision detection
— Not all senders and receivers are directly connected
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Hidden nodes

k.

A

A and C are hidden with respect to each other

— Frames sent from A to B and C to B simultaneously may collide,
but A and C can’t detect the collision.
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Exposed nodes

b

N
« BisexposedtoC

— Suppose B is sending to A

— C should still be allowed to transmit to D

— Even though C—B transmission would collide

— (Note A to B transmission would cause collision)
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How 802.11 works

Media is still shared
Collision domains are more complex

Method of operation: CSMA/CA
— Carrier sensing multiple access, with collision avoidance

Augmented media access control (MAC) protocol:
— Slot reservation protocol
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Multiple Access Collision Avoidance

Sender transmits Request To Send (RTS)
— Includes length of data to be transmitted
— Timeout leads to exponential backoff (like Ethernet)

Receiver replies with Clear To Send (CTS)
— Echoes the length field

Sender sends data
Receiver sends ACK of frame to sender

Any node that sees CTS cannot transmit for durations specified by
length

Any node that sees RTS but not CTS is not close enough to the
receiver to interfere

— It's free to transmit
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Effects of CTS and RTS messages

e Suppose A and B are communicating, C is a neighbor
node.
— Asends RTSto B
— Bsends CTSto A

o If C seesthe CTS message:
— C s in the range of the receiver (B)
e C cannot transmit for durations specified by length

e |f C sees RTS bhut not CTS:

— C s in the range of the sender (A), but not in the range of the
receiver (B)

« Cis not close enough to the receiver to interfere, so C is free to
transmit

April 18, 2010 ISE 327, EEE 051: Introduction to Networks 19



Wireless Access Points

Distribution SYSte

A / -

« Distribution System — wired network infrastructure
e Access points — stationary wireless device
 Roaming wireless
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Selecting an Access Point

« Active scanning
— Node sends a Probe frame
— All AP’s within reach reply with a Probe Response frame
— Node selects an AP and sends Association Request frame

— AP replies with Association Response frame

e Passive scanning
— AP periodically broadcasts Beacon frame
— Node sends Association Request
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Node Mobillity

Distribution SYSte

A / &

« B moves from AP1 to AP2
B sends Probes, eventually prefers AP2 to AP1
e Sends Association Request
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802.11 Security Issues

« Packet Sniffing is worse
— No physical connection needed
— Long range (6 blocks)
— Current encryption standards (WEP, WEP2) not that good

e Denial of service
— Association (and Disassociation) Requests are not authenticated

o Better: WPA “Wi-Fi Protected Access”
— Introduced in 802.11i
— Uses much stronger cryptology (AES)

 You can find out more about this in the ISE course
“Communication and E-Commerce Security”
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So far

 Fast Ethernet

— 100 Mbps

— 1 Gbps
« 802.11 Wireless Protocols
e Switching

— Packet

— Virtual Circuit
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OSI| Reference Model

Application

Presentation

Session

Transport

Network

Data Link

Physical

< 1 Next: Packet Switching

~ Covered so far: Ethernet, 802.11
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Packet Switching

e A switch
— Has many inputs and many outputs

— Takes packets that arrive on an input and forwards them to the
right output

/’

v

o Key problem: finite output bandwidth
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Star Topology

o Scalability

— Large networks can be built by
interconnecting switches.

— Can connect via high
bandwidth point-to-point links =
large distances.

— Adding a new host to a switch
doesn’'t necessarily degrade
performance.
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Switching Issues

e Contention
— Arrival rate of packets going to the same output exceeds output
capacity
— Switch buffers packets
« Congestion
— Switch runs out of buffer space
— Forces packets to be dropped
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Forwarding Decision

 How does the switch know where to forward a packet?
— Looks at the packet header to make the decision

« Common approaches

— Datagram (or connectionless)
e e.g.IP

— Virtual Circuit (or connection-oriented)
* e.g. Frame Relay, ATM

— (Less common) Source routing
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Datagram approach

Every packet contains a complete destination address

 Enough information so that any switch can decide where
the packet should go.

Features of datagram approach
« Packets can be sent anywhere at any time

e Sender doesn’'t know If network can deliver the packet (or
If destination host is available)

 Each packet is forwarded independently (two packets
may take different routes)

e Possible to route around switch or link failures
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Forwarding Tables

* Provide route information
o Easy to determine if network

In known (and unchanging) D

Forwarding table 3 k 1
for switch 2 C

Dest. Port °
A 3 A
B 2
C 3
D 3
E 0
F 1
G 2
H 2
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Virtual circuit approach

e Set up the connection before data transfer
— Allocate resources on circuits
— Set up forwarding tables

« Benefits of virtual circuit approach
— Performance: per-packet switching cost is low
— Reliability: predictable latency and throughput

e Drawbacks

— Setup time is long
o Atleast one RTT — why?

— Fault tolerance
« What if the circuit fails during the transmission?
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Virtual Circuit Switching

e VCI = Virtual Circuit A wants to send to B

|dentifier
e Incoming port + VCI D
uniquely identify virtual
circuit 0 11
C 3 1 3
e Setup phase constructs
circuit table entries at each . 2
switch
A
Switch | In Port | In VCI | Out port | Out VCI G 3
1
2
3

April 18, 2010 ISE 327, EEE 051: Introduction to Networks



Virtual Circuit Switching

e VCI = Virtual Circuit

|dentifier
e Incoming port + VCI D
uniquely identify virtual
circuit 0
3 1
e Setup phase constructs C
circuit table entries at each 5 2
switch A

Switch | In Port | In VCI | Out port | Out VCI

1 2 5 1 11
2 3 11 2 7
3 0 7 1 4
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Conclusion

 Fast Ethernet
— 100 Mbps
— 1 Gbps

e 802.11 Wireless Protocols

e Switching
— Packet
— Virtual Circuit
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