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Topics for Today

» Perfect Substitution Ciphers
— One time pads

* Transposition Ciphers
« Computational Security

e Modern Cryptographic Tools
— Stream Ciphers
— Block Ciphers

« Shared Key Encryption
— DES
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Diffusion and Confusion

 Diffusion
— Ciphertext should look random
— Protection against statistical attacks
— Monoalphabetic -> Polyalphabetic substitution; diffusion

e Confusion
— Make the relation between the key, plaintext and ciphertext
complex
— Lots off confusion -> hard to calculate key in a known plaintext
attack

— Polyalphabetic substitution: little confusion
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Perfect Substitution Ciphers

P1 P2 P3 --- Py
A b, b, b,y ... b,
C,C, Cy...C,

* Choose a string of random bits the same length as the plaintext, XOR
them to obtain the ciphertext.

» Perfect Secrecy
— Probability that a given message is encoded in the ciphertext is unaltered
by knowledge of the ciphertext

— Proof: Give me any plaintext message and any ciphertext and | can
construct a key that will produce the ciphertext from the plaintext.
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One-time Pads

Another name for Perfect Substitution

Actually used by US agents in Russia

— Physical pad of paper

— List of random numbers

— Pages were torn out and destroyed after use
— “Numbers Stations”?

Vernam Cipher
— Used by AT&T
— Random sequence stored on punch tape

Not practical for computer security...
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Problems with “Perfect” Substitution

 Key is the same length as the plaintext
— Sender and receiver must agree on the same random sequence

— Not any easier to transmit key securely than to transmit plaintext
securely

* Need to be able to generate many truly random bits

— Pseudorandom numbers generated by an algorithm aren’t good
enough for long messages

« Can'’t reuse the key
— Not enough confusion
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Transposition Ciphers

* Another option: Transpose the plaintext
— Move the characters a fixed distance based on some period

 For example: QUANTITATIVE SINK and key of 4

1 2 3 4
Q |U |A N
T | T A
T | Vv E
S | N K

* The ciphetext is then: gttsuiiilatvnnaek
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Transposition Ciphers

 Instead of leaving the order of the characters intact we
have scrambled them
— Adds “Confusion”

e It's a bit harder to find words

« Attacker must try any number of possible lengths to find

the result
— Digram and trigram frequency charts to help guess the period
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Product Ciphers

* Use one of the two together
— It's not always as strong as the two combined
— Sometimes it's weaker

* What about two polyalphabetic substitutions?
e Two transpositions?
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So far

Perfect Substitution Ciphers
— One time pads

Transposition Ciphers
Computational Security

Modern Cryptographic Tools
— Stream Ciphers
— Block Ciphers

Shared Key Encryption
— DES
— AES

Cryptographic Hashes
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Computational Security

» Perfect Ciphers are unconditionally secure

— No amount of computation will help crack the cipher (i.e. the only
strategy is brute force)

e In practice, strive for computationally security

— Given enough power, the attacker could crack the cipher
(example: brute force attack)

— But, an attacker with only bounded resources is extremely unlikely
to crack it

— Example: Assume attacker has only polynomial time, then
encryption algorithm that can’t be inverted in less than exponential
time is secure.

— We strive to avoid trapdoors or shortcuts
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Types of Ciphers

Block Ciphers
Stream Ciphers

Both do:
— Combination of input plaintext and key to produce cipher text

They differ In:

— How the plaintext and key and combined
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Stream Ciphers

« Characterized by operating on one symbol at a time

— The alphabetic substitutions we have seen so far have been
stream ciphers

 If the algorithm is XOR, this Is a stream cipher:
P:|DP1 |P2 | P3| Pa|P5

cC:.: | C1 Co | C3 Cq4 | Cs

e Some kinds of errors will affect subsequent encryptions
and decryptions
— The message will decrypt to a point and then fail
— The recipient can recover by duplicating the error
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Block Ciphers

« Characterized by operating on more than one symbol at
a time

* A block cipher takes a group of symbols as input,
combines them without output, and outputs a block of

ciphertext
— In a good block cipher, all of the input characters

— Can introduce more randomness

 If the algorithm is XOR, this is a block cipher:

pP: | P1pP2 | P3P4 | P5P6 | P1P8 | PaP10
D D D D D
k1 ko ks k4 ks

C:. | C1C2 C3C4y C5Ceq C7C8 C9C10
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Advantages and Disadvantages

Stream ciphers:

— They operate relatively fast since they work on only one character
at atime

— Lower error propagation since each symbol is affected only by
itself
Block Ciphers:

— Higher diffusion since the material for each block affects the entire
block

— Single characters can not be swapped in and out by an attacker

What about mapping from one symbol to multiple
symbols?
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Kinds of Industrial Strength Crypto

Shared Key Cryptography
Public Key Cryptography
Cryptographic Hashes

All of these aim for computational security
— Not all methods have been proved to be intractable to crack.
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Shared Key Cryptography

« Sender & receiver use the same key
« Key must remain private
* Also called symmetric or secret key cryptography

« Often are block-ciphers
— Process plaintext data in blocks

« Examples: DES, Triple-DES, Blowfish, Twofish, AES,
Rijndael, ...
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Problems with Shared Key Crypto

 Compromised key means interceptors can decrypt any
ciphertext they’ve acquired.
— Change keys frequently to limit damage

« Distribution of keys is problematic
— Keys must be transmitted securely
— Use couriers?
— Distribute in pieces over separate channels?

 Number of keys is O(n?) where n is # of participants
* Potentially easier to break?
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Shared Key Notation

Encryption algorithm
E : key x plain ® cipher
Notation: K{msg} = E(K, msQ)
Decryption algorithm
D : key x cipher ® plain
D inverts E
D(K, E(K, msg)) = msg
Use capital “K” for shared (secret) keys

Sometimes E is the same algorithm as D
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Secure Channel: Shared Keys

Alice Bart
| K.g{Hello!} ‘
| ‘ ‘ K xe{Hil} fé
KAB KAB
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Data Encryption Standard (DES)

 Adopted as a standard in 1976
o Security analyzed by the National Security Agency (NSA)
— http://csrc.nist.gov/publications/fips/fips46-3/fips46-3.pdf
 Key length is 56 bits
— padded to 64 bits by using 8 parity bits
» Uses simple operators on (up to) 64 bit values
— Simple to implement in software or hardware

e Inputis processed in 64 bit blocks
» Based on a series of 16 rounds

— Each cycle uses permutation & substitution to combine plaintext with the
key
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DES Encryptlon
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One Round of DES (f of previous slide)

| R(3281s) | Permuted
choice of
'
(e == Expansion key
48 BITS | K (48 BITS) J
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Types of Permutations in DES

Permutation
|
Permuted J|_ |
Choice
Expansion | |
Permutation e
| ||
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DES S-Boxes

NNy ‘on
® Substltutlon table ™ol 23] 4][5]6] 7] 8] 9[10[11]12[13[14]15
S
) ) ) 0 [14] &]13] 1] 2[15]11] 8] 3]10] 6[12] 5] 9] 0] 7
° 1| ol1s| 7| 3|14| 2]13| 1]|10| 6|12]|11] 9| 5| 3| 8
6b|tS Of InpUt replaced by4b|ts 2| 4| 1]14| 8|13| 6| 2|11|15|12| 9| 7[13|10] 5| O
3 [15)12| 8| 2| 4| 9| 1| 7| 5|11] 3|14|10| 0| 6|13
of output s5;
0 [15] 1] 8]14] 6[11] 3] 4] 9] 7] 2[13]12] 0] 5|10
1 1 1 1 1 1| 3|13| 4| 7|15 2| 8[14|12| 0| 1|10| 6| 9|11| 5
* Which substitution is applied 2| of1s| 7|11|10] &13|'1|'S| B|rz|'s| 5| 3| '2[r3
. . 3 (13| 8|10| 1| 3|15| 4| 2|11| 6| 7|12| o 5|14]| 9
depends on the input bits S,
0 [10] 0] 9]14] 6] 3]|15] 5] 1]13[12]| 7[11] 4| 2] 8
1 13| 7| o| 9| 3| 4| s|10 8| s|14[12[11]15] 1
2 [13] 6| 4| 9| 8|15 3| a|11| 1| 2|12| 5|10|14]| 7
3| 1(10(13| o| 6| 9| 8| 7| &|15|14| 3|11| 5| 2|12
[~
S4
 Implemented as a lookup table S RENEEEEEEREEERERE
1 (13| 8|11 s| &|15] o| 3| &| 7| 2|12] 1|10|14]| 9
2 [10] 6| 9| al|12|11| 7|13|15| 1| 3|14 5| 2| 8] &
— 8 S-Boxes 3| 3(15| o| 6|10 1]|13| 8| 9| 4| 5|11|12| 7| 2|14
Ss
— - 0| 2[12] 4] 1] 7[10]11] 6] 8] 5] 3[15[13] 0]14] 9
Each S-Box has a table of 64 1 [14[11] 2[12| 4| 7]13| 1] 5| o|15]|10]| 3| 9| 8| 6
: 2| 4| 2| 1]11]|10]13| 7| &|15| 9|12| s| &| 3| 0|14
entries 3 (11] 8|12| 7| 1]|14| 2|13| &|15| o 9|10 4| 5| 3
‘g . Se
— Each entrySpeCIflesa4-blt 0 [12] 1]10]15] 9| 2] 6] 8] 0]13] 3| &|14] 7| 5|11
1 |10]15| 4| 2| 7[12| 9| 5| 6| 1[13|14| 0|11| 3| 8
2 | 9l1a|15| 5| 2| 8|12| 3| 7| o &|10| 1[13]11] &
OUtpLIt 3| 4| 3| 2|12]| 9| 5|15|10|11|14| 1| 7| 6| o 8|13
Sz
0| «]11] 2]14]15] 0] 8]13] 3112] 9] 7] 5]10] 6] 1
1 13| o|11] 7| &| 9| 1|10]|14| 3| s5|12| 2|15| 8| &
2| 1] a|11]13]|12| 3| 7|14|10|15| 6| 8| o 5| 9| 2
3| sl11]|13| 8| 1| 4[10]| 7 s| o|1s|14| 2| 3|12
Sg
0 [13] 2] 8] 4] 6]15]11] 1]10] 9 3[4 5] 0l12] 7
1| 1[15[13| 8|10| 3| 7| 4|12| 5| &|11]| 0|14 9| 2
2| 7[11] 4| 1] 9|12|14| 2| 0| s|10|13|15]| 3| 5| 8
3| 2| 1|14| 7| 4|10| &|13|15]|12| 9| of 3| 5| 8|11
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DES S-Box Example
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DES Decryption

« Use the same algorithm as encryption, but use k; ...

Instead of k; ... K¢

 Proof that this works:
— To obtain round j from j-1:
(1) L = R
(2) R —L,lAf(R,l, k)

— Rewrite in terms of round J-1:

Ky

1) R,=L
2) L Af(le, k) = R
leAf( Z{f(R) Akf§le, k) = R A f(R 1, k)
j-17

Jl—RAf(LJ, k)
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Problems with DES

« Key length too short: 56 bits

— www.distributed.net broke a DES challenge in 1999 in under 24
hours (parallel attack)

o Other problems
— Bit-wise complementation of key and message produces bit-wise
complemented ciphertext
— Not all keys are good (half O’'s half 1's) (Weak Keys)
— Differential cryptanalysis (1990): Carefully choose pairs of

plaintext that differ in particular known ways (e.g. they are
complements)

« But particular choice of S boxes is secure against this (!)
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Summary

» Perfect Substitution Ciphers
— One time pads

* Transposition Ciphers
« Computational Security

e Modern Cryptographic Tools
— Stream Ciphers
— Block Ciphers

« Shared Key Encryption
— DES
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