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Topics for Today
• Hardware Concepts sum up

• Software Concepts
– DOS, NOS, Middleware

• Distributed Systems Architectures
– Web server, Cluster, Grid, Transaction Processing, Pervasive

• Example Pervasive system – home medical care

• Distributed Application Architectures
– Centralized, Decentralized, Hybrid

• Sources: Tanenbaum and van Steen 1-2 & papers
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1.6

Different basic organizations and memories in distributed 
computer systems: multiprocessors vs. multicomputers

Hardware Concepts
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How slow is the network?
• “ping www.cis.upenn.edu”

• Round-trip times
– Upenn .5ms

– Princeton 5ms
– Rice 43ms

– Stanford  80ms
– Tsinghua, Beijing 280ms
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Communication Latency
• Latency – “wire delay”

– Time to send and recv one byte of data
– Depends on “distance”

• Bandwidth 
– Bytes/second

– Depends on size of vehicle 

• Latency is the bottleneck
– It improves slower than bandwidth

• Speed of light 

• Routers in the middle (traffic stops)

– Request-respond cycles dominate application
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The speed pyramid  

• Will the ratios change?
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Continuum of Distributed Systems

? ?

small
fast

big
slow

LAN
Global
Internet

Parallel
Architectures

high latency
low bandwidth

autonomous nodes
unreliable network

fear and distrust
independent failures

decentralized administration

Networks

Issues:
naming and sharing

performance and scale
resource management

low latency
high bandwidth
secure, reliable interconnect
no independent failures
coordinated resources

Multiprocessors clusters

fast network
trusting hosts
coordinated

slow network
untrusting hosts

autonomy

[J. Chase]
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So far
• Hardware Concepts sum up

• Software Concepts
– DOS, NOS, Middleware

• Distributed Systems Architectures
– Web server, Cluster, Grid, Transaction Processing, Pervasive

• Example Pervasive system – home medical care

• Distributed Application Architectures
– Centralized, Decentralized, Hybrid
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Software Concepts

• Software more important for users
– Connecting users and resources
– Developing software for distributed systems

• Other architectures:
– Web server, Cluster, Grid
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System software structures
• DOS  (Distributed Operating Systems)

– Uniprocessor OS, Mutliprocessor OS, Multicomputer OS
– Global IPC, file system interface

– Distributed Shared Memory

• NOS (Network Operating Systems)
– Loosely coupled-software on loosely-couple hardware

– rlogin, rcp, file servers for shared file, etc.

• Middleware

• Pervasive / Embedded Systems
– Autonomous, low power nodes (motes)
– Wireless, ad hoc communication
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Uniprocessor Operating Systems

• Separating applications from operating system code through a 
microkernel.

1.11
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Multicomputer Operating Systems (1)

• General structure of a multicomputer operating system

1.14
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Distributed Shared Memory Systems (1)

a) Pages of address 
space distributed 
among four machines

b) Situation after CPU 1 
references page 10

c) Situation if page 10 is 
read only and 
replication is used
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Distributed Shared Memory Systems (2)

• False sharing of a page between two independent processes.

1.18
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Multicomputer Operating Systems (2)

• Alternatives for blocking and buffering in message passing.

1.15
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Example
• Sender

…
print (before send)

send (“my msg”)
print (after send)

• Receiver

…
print (before receive)

receive (msg)
print (after receive)
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Multicomputer Operating Systems (3)

• Relation between blocking, buffering, and reliable communications.

• Dealing with failures.

�������
���)���*���
��
��
������������������
��

�������
���)���*���
��
��
������������
�������

����
������
���)���*���
��
��
��������������
�

����
������
�+��)���*���
��
��
���������
�
�������

�
�����
����������
���

���
�������

�����
���������������

October 27, 2009 ISE 431: Distributed Information Systems 18

Network Operating System (1)
• General structure of a network operating system.

1-19
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Network Operating System (2)
• Two clients and a server in a network operating system.

1-20
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Network Operating System (3)
• Different clients may mount the servers in different places.

1.21
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Middleware for Distributed Systems

• Middleware is a layer of software between applications and 
OS that gives a uniform interface

• Central to developing distributed applications

• Different types
– Document based (world-wide web)

– File-system based (e.g., NFS)
– Shared object-based  (CORBA)

– Coordination based (Linda, Publish-subscribe, Jini)
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Positioning Middleware
• General structure of a distributed system as middleware.

1-22
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Middleware and Openness

• In an open middleware-based distributed system, the protocols used by 
each middleware layer should be the same, as well as the interfaces they 
offer to applications.

1.23
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Comparison between Systems
• A comparison between multiprocessor operating systems, 

multicomputer operating systems, network operating systems, and 
middleware based distributed systems.
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So far
• Hardware Concepts sum up

• Software Concepts
– DOS, NOS, Middleware

• Distributed Systems Architectures
– Web server, Cluster, Grid, Transaction Processing, Pervasive

• Example Pervasive system – home medical care

• Distributed Application Architectures
– Centralized, Decentralized, Hybrid
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Web-sever Architectures

• An example of horizontal distribution of a Web service.

1-31
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Cluster Computing Systems

• Figure 1-6. An example of a cluster computing system.
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Grid Computing Systems

• Figure 1-7. A layered architecture for grid computing systems.
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Transaction Processing Systems (1)

• Figure 1-8. Example primitives for transactions.
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Transaction Processing Systems (2)

Characteristic properties of transactions:
• Atomic: To the outside world, the transaction 

happens indivisibly.
• Consistent: The transaction does not violate 

system invariants.
• Isolated: Concurrent transactions do not 

interfere with each other.
• Durable: Once a transaction commits, the 

changes are permanent.
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Transaction Processing Systems (3)

• Figure 1-9. A nested transaction.
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Enterprise Application Integration

• Figure 1-11. Middleware as a communication facilitator in enterprise 
application integration.
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Distributed Pervasive Systems

Requirements for pervasive systems

• Embrace contextual changes.
• Encourage ad hoc composition.
• Recognize sharing as the default.
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Embedded Home Environment
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Example: Home and Personal Appliances

Yr
~2025~2015

Volume / 
Diversity

2005

Smart homes, home theaters, 
games, smart cars, etc.

Intelligent devices, tools,  
appliances and software 

for assisted living

Home care 
facilities

[Liu]
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Justifications
• Rapid advances in component  technologies, e.g., 

– Smart gadgets, wearable sensors and actuators, robotic helpers, 
mobile devices 

– Wireless, wideband interconnects

• Increasing critical needs due to
– Aging baby-boom generation 
– Long life expectancy

– New safety, security, and privacy concerns
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Observations

• Number of users: 10 – 1000 million

• Types of sensors and actuators: 100’s

• Number of suppliers: 10 – 100’s

• Required reliability: <10,000 recalls/year

• User tolerance to glitches: minimum

• Product life cycles: 3 – 20 yrs

• Tolerable upgrade effort: minimum

The environment  must be open and evolvable, & 
capable of self diagnosis, healing, maintenance
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Desired Trends

~20152005 ~2025

Volume 
& 

Diversity

Quality 
& 

Usability

Unit cost

Maintenance 
cost
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Electronic Health Care Systems (1)

Questions to be addressed for health care systems:
• Where and how should monitored data be stored?
• How can we prevent loss of crucial data?
• What infrastructure is needed to generate and propagate 

alerts?
• How can physicians provide online feedback?
• How can extreme robustness of the monitoring system 

be realized?
• What are the security issues and how can the proper 

policies be enforced?
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Electronic Health Care Systems (2)

• Figure 1-12. Monitoring a person in a pervasive electronic health care 
system, using (a) a local hub or 

• (b) a continuous wireless connection.
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Background: Sensor Networks
• Types of sensors

– Seismic, low sampling rate magnetic, thermal, visual, infrared, acoustic 
and radar

• Conditions to monitor
– Temperature, humidity, (vehicular) movement, lightning condition, 

pressure, soil makeup, noise levels
– Presence or absence of certain kinds of objects
– Mechanical stress levels on attached objects
– Current characteristics such as speed, direction, and size of an object
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Technology Trends: Mote Evolution
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SN Characteristics
• Environment

– connect to physical environment (large numbers, dense, real-time)
– Sensor nodes are prone to failures, non-deterministic
– wireless communication
– massively parallel interfaces (to users and applications)
– Limited resources: battery, bandwidth, memory, CPU (power management critical)

• Network
– Topology  changes  dynamically
– sporadic connectivity
– new resources entering/leaving
– large amounts of redundancy
– self-configure/re-configure
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SN applications
• Infrastructure security, military applications

• Environmental and Habitat monitoring

• Health applications

• Smart space/home applications

• Other commercial applications
– Industrial Sensing

– Traffic Control, vehicle tracking and detection
– Interactive museums
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Smart Spaces

Smart School

Smart City
Smart Factory

Other Applications
• Battlefields/Surveillance
• Earthquake areas
• Environmental Monitoring
• Airport security
• Emergency Response
• Location Services
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Sensor Networks (1)

Questions concerning sensor networks:
• How do we (dynamically) set up an efficient 

tree in a sensor network?
• How does aggregation of results take 

place? Can it be controlled?
• What happens when network links fail?
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Sensor Networks (2)

• Figure 1-13. Organizing a sensor network database, while storing and 
processing data (a) only at the operator’s site or …
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Sensor Networks (3)

• Figure 1-13. Organizing a sensor network database, while storing and 
processing data … or (b) only at the sensors.



9

October 27, 2009 ISE 431: Distributed Information Systems 49

The Challenges of Distributed Systems

– Secure communication over public networks
• ACI: who sent it, did anyone see it, did anyone change it

– Fault-tolerance
• Building reliable systems from unreliable components
• nodes fail independently; a distributed system can “partly fail”
• [Lamport]: “A distributed system is one in which the failure of a machine I’ve 

never heard of can prevent me from doing my work.”

– Replication, caching, naming
• Placing data and computation for effective resource sharing, hiding latency, 

and finding it again once you put it somewhere.

– Coordination and shared state
• What should the system components do and when should they do it?
• Once they’ve all done it, can they all agree on what they did and when?
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So far
• Hardware Concepts sum up

• Software Concepts
– DOS, NOS, Middleware

• Distributed Systems Architectures
– Web server, Cluster, Grid, Transaction Processing, Pervasive

• Example Pervasive system – home medical care

• Distributed Application Architectures
– Centralized, Decentralized, Hybrid
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System Architectures for Applications

• Centralized Architecture
– Client-server model

– Application layering
– Multitiered architecture

• Decentralized Architecture
– Peer-to-peer architecture

• Distributed hash table (DHT)

– Overlay Networks

• Hybrid Architectures
– Edge – Server
– Collaborative
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The Client and Server Model

• General interaction between a client and a server.

• Protocols (e.g., HTTP, SMTP, MIME, etc.)

1.25
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An Example Client and Server (1)

• The header.h file used by the client and server.
October 27, 2009 ISE 431: Distributed Information Systems 54

An Example Client and Server (2)

• A sample server.
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An Example Client and Server (3)

• A client using the server to copy a file.

1-27 b
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Application Layering
• Figure 2-4. The simplified organization of an Internet 

search engine into three different layers.

October 27, 2009 ISE 431: Distributed Information Systems 57

Multitiered Architectures (1)

• The simplest organization is to have only two 
types of machines:

• A client machine containing only the programs 
implementing (part of) the user-interface level

• A server machine containing the rest, 
– the programs implementing the processing and 

data level
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Multitiered Architectures (2)
• Figure 2-5. Alternative client-server organizations (a)–(e).
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Multitiered Architectures (3)
• Figure 2-6. An example of a server acting as client.
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System Architectures for Applications

• Centralized Architecture
– Client-server model

– Application layering
– Multitiered architecture

• Decentralized Architecture
– Peer-to-peer architecture

• Distributed hash table (DHT)

– Overlay Networks

• Hybrid Architectures
– Edge – Server
– Collaborative
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Structured Peer-to-Peer Architectures (1)

• DHT (Distributed 
Hash Table)

• Ex: the mapping of 
data items onto nodes 
in Chord.
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Structured Peer-to-Peer Architectures (2)

• Content Addressable 
Network (CAN)
– 2-dim space [0,1] x [0,1] is 

divided among 6 nodes
– Each node has an 

associated region
– Every data item in CAN will 

be assigned a unique point 
in space

– That node is responsible for 
that data element.

Figure 2-8. (a) The mapping of data items onto nodes in CAN. 
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Structured Peer-to-Peer Architectures (3)

• Figure 2-8. (b) Splitting 
a region when a node 
joins.

•To add a new region, 
split the region

•To remove an existing 
region, neighbor will 
take over
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Topology Management of Overlay Networks

• Structured overlay based on ranking functions
– E.g., Semantic proximity
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Topology Management of Overlay Networks

• Figure 2-11. Generating a specific overlay network using a two-layered 
unstructured peer-to-peer system [adapted with permission from Jelasity and 
Babaoglu (2005)].
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Superpeers

• Figure 2-12. A hierarchical organization of nodes into a 
superpeer network.


